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Copyright © 2003-2010 Lieberman Software Corporatio
All rights reserved.

The software contains proprietary information aéliérman Software Corporation; it is provided uraler
license agreement containing restrictions on usledéstlosure and is also protected by copyright law
Reverse engineering of the software is prohibited.

Due to continued product development this infororathay change without notice. The information and
intellectual property contained herein is confid@ntetween Lieberman Software and the client and
remains the exclusive property of Lieberman Soféwdf there are any problems in the documentation,
please report them to Lieberman Software in writihgeberman Software does not warrant that this
document is error-free.

No part of this publication may be reproduced,edan a retrieval system, or transmitted in anyrfar
by any means, electronic, mechanical, photocopyewprding or otherwise without the prior written
permission of Lieberman Software.

Microsoft, Windows, Word, Office, SQL Server, SQkEess, Access, MSDE, and MS-DOS are either
registered trademarks or trademarks of MicrosofippGtion in the United States and/or other coastri
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This is a legal and binding contract between ybe,gnd user, and Lieberman Software Corporation. By
using this software, you agree to be bound bydhag of this agreement. If you do not agree tdehas

of this agreement, you should return the softwadedocumentation as well as all accompanying items
promptly for a refund.

1. Your Rights: Lieberman Software hereby grants @ right to use User Manager Pro to manage the
licensed number of systems purchased. This softiwdicensed for use by a single client and its
designated employees, contractors and authorizeda8ties to manage the systems owned/used by a
single client. The software license may not beeghavith unrelated 3rd parties.

The serial number provided by Lieberman Softwadesigned for installation on a specific machine.
You many install an unlimited number of copies getManager Pro for your administrators that connec
to the single licensed machine. All administrattae share the pool of purchased managed nodedisen

There are no limits to the number of web serverdients that may access the data stored by yoended
copy of User Manager Pro. You may install andthse'User Manager Pro: Web Interface to Random
Password Generator Password Recovery Console'yaithduly licensed copy of User Manager Pro +
Random Password Generator without any additionahpat to Lieberman Software.

The cost of Microsoft web servers, SSL certificatesl other supporting equipment and technology are
the sole responsibility of the user of this softerapt Lieberman Software.

2. Copyright. The SOFTWARE is owned by LiebermaiftBare and is protected by United States
copyright law and international treaty provisiomberefore, you must treat the software like angpth
copyrighted material (e.g. a book or musical recwdexcept that you may either (a) make one cdpy o
the SOFTWARE solely for backup and archival purgose (b) transfer the SOFTWARE to a single hard
disk provided you keep the original solely for bagland archival purposes. The manual is a copwtght
work also--you may not make copies of the manuaafty purpose other than the use of the software.

3. Other Restrictions: You may not rent, leasdramsfer the SOFTWARE to any other entity. You may
not reverse engineer, de-compile, or disassembIS@FTWARE that is provided solely as executable
programs (EXE files). If the SOFTWARE is an updatey transfer must include the update and all prior
versions.

4. Notice: This software contains functionality id@eed to periodically notify Lieberman Software of
demo usage and of the detection of suspected ghiiag:nse keys. By using this software, you consent
allow the software to send information to Liebernsaitware under these circumstances, and you &gree
not hold Lieberman Software responsible for theafseny or all of the information by Lieberman
Software or any third party.

When used lawfully, this software periodically tsamts to us the serial number and network ide tiifon
information of the machine running the softwareo pérsonally identifiable information or usage dsta
are transmitted to us in this case. The prograes cot contain any spyware or remote control
functionality that may be activated remotely byousny other 3rd party.
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The media (optional) and manual that make up tifisvare are warranted by Lieberman Software
Corporation to be free of defects in materials wndkmanship for a period of 30-days from the ddte o
your purchase. If you notify us within the warrapsriod of such defects in material and workmanship
we will replace the defective manual or media.

The sole remedy for breach of this warranty istieaito replacement of defective materials and/umick
of purchase price and does not include any othmetskof damages.

Apart from the foregoing limited warranty, the sefire programs are provided "AS-IS", without waryant
of any kind, either expressed or implied. The entisk as to the performance of the programs is thi¢
purchaser. Lieberman Software does not warranthieabperation will be uninterrupted or error-free.
Lieberman Software assumes no responsibility diliig of any kind for errors in the programs or
documentation of/for consequences of any suchserror

This agreement is governed by the laws of the Sta@alifornia.

Should you have any questions concerning this Ages, or if you wish to contact Lieberman Software,
please write:

Lieberman Software Corporation
1900 Avenue of the Stars

Suite 425

Los Angeles

CA 90067

You can also keep up to date on the latest upgnddesir website atttp://www.liebsoft.conor e-mail us
at: sales@liebsoft.com



In order to perform an installation of Account ReSensole you will require only a few items:

Windows Server - workstation fine for testing

Internet Information Services (lIS) with support fective Server Pages Enabled
MS SQL database - SQL Express fine for testing

A privileged account for the COM object

Specific communication ports

The following sections will outline the requiremsrnd rights required to perform a successful
installation of Account Reset Console.

&
Windows Server Requirements ..........cccceceeeeeeeeennnnnns 7
Internet Information Services ........cccovvveeeeeerieiiiiiennnnnn.. 8
MS SQL Database ..........ccceeeieiiiieiiiiicmmmmmm e e e eeeeenns 9
COM ODbject ACCOUNT .......cuviiieeiiiiiiiit e 9

Port REQUIFEMENLS .....cooeeiviieeieeeeeee i e a e e e naaenns 10
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A Windows Server operating system will be requii@da production installation of Account Reset
Console. Account Reset Console will work fine gohasical server or a virtual machine. For lab/testi
environments, a workstation class operating systéhsuffice. All Service Pack levels and editioae
supported except where specifically noted. Supporégsions of Windows are:

Windows XP Professional, 32bit version*

Windows XP Professional, 64bit version***

Windows Server 2003, 32bit version

Windows Server 2003, 64bit version**

Windows Vista Business Edition or higher, 32bitsien*

Windows Vista Business Edition or higher, 64bitsien*,**

Windows Server 2008, 32bit version

Windows Server 2008, 64bit version**

*These versions are not recommended or supporteslfooduction implementation; these versions
should only be used in a testing scenario.

**This application is a 32bit and 64bit applicatidiither version may be installed on a 64bit systém
the 32bit version is installed on a 64bit hostaystit will run in a WOWG64 environment on a 64bit
system.

Keeping in mind best practices regarding Windows i SQL hardware requirements, Account Reset
Console will also require:

64MB of RAM
Approx. 20MB of Hard Drive Space
Intel Pentium Il or AMD Athlon or better class essor

This manual does not cover installation of Windows.
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Internet Information Services (lIS) with support fective Server Pages must be installed on thesgyst
that will host Account Reset Console. Supportedieas of IS include:

1S 5.1*
IIS 6.0**
[IS 7.0/7 .5%* ***

* |IS 5.1 is alight/limited version of IIS includedith Windows XP Professional and should not beduse
for production environments.

** Active Server Pages is a component which musnb&lled/enabled as a separate option of the 1IS
installation.& ) ) "L /&.

*** 1S 6 compatibility must also be installed.

Installation and configuration of 1IS will be coeetin the next section.
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A Microsoft SQL database will be required at thrediof installation and is used for Account Reset
Console's logging database; all actions performiéumthe tool are logged to this database. Thialose
may also be used for the storage of verificatioestjons and answers which are used during selicgerv
reset - when a user reset's their own passwomghtentially when a help desk user resets a user's
password.

You may use an existing installation of MS SQL ouynay implement a new instance of SQL on the
same server or a different server.

You may use Integrated Authentication or expli€@ilSauthentication; integrated authentication is the
preferred method of connection as it does not recgiorage of any connection credentials by thé hos
system.

Supported versions of MS SQL include:

MS SQL Express 2005 32bit or 64bit*
MS SQL Express 2008 32bit or 64bit*
MS SQL 2000 SP4

MS SQL 2005, 32bit or 64bit

MS SQL 2008, 32bit or 64bit

SQL 2005 or 2008 are strongly recommended.

*SQL Express versions are not recommended or stggbéor production implementations and should be
used for testing scenarios only.

Installation and configuration of MS SQL 2008 wii# covered in the next section.
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Account Reset Console performs all of its actioilasasvtCOM+ object. This object requires the use of a
privileged account. This account should be a dom@mber and have the following rights and
memberships:

Administrator of the web server

Account Operator in the domain*

Log on as a batch job

*If multiple domains trusting domains will be mamabby a single implementation of Account Reset
Console, the COM account must be in the target domAccount Operators group as well.

Pre-configuration of this account will be coveradhe next section.
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Following are the required ports that will be uséth account reset console:

1%5" 5 - HTTP/HTTPS port required for access to the wesedapplication. SSL (HTTPS) can be
configured if you implement an SSL certificate ymur web server

+6 16 # "™ - SMB access to the domain controller to resetes'sipassword

- MS SQL communications. This is the default pord @an be changed by the SQL adminsitrator.



This section shows the installation and configaratf Account Reset Console's prerequisites on an
existingWindows Installation. You will require access ty Windows source files and administrative
rights on the host system in order to perform itteoas outlined in the following sections.

&
Installing and Configuring IS ... 12
MS SQL ..t 33

Configure the COM Object Account............ceeeeervrnnnns 53



The following sections detail how to install andhfigure IIS on their respective host operating sys.

&

Windows 2003 and IS ......oeeiieie e 13
Windows 2008 and IS ......coovniviiiei e 19
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To install Internet Information Services in Windo2@03, open 'Control Panel' and choosing

'‘Add/Remove Programs' and click on the 'Add/Remdliredows Components' button on the left side of
the dialog.

® Add or Remove Programs N

[T show updates Sort bry: IName j

sport information.

To change this program or ren it From your computer, click Change or Remow




In the 'Windows Components Wizard' dialog, hightigtpplication Server' and click 'Details...’

Windows Components Wizard .

Windows Components
Y'ou can add or remove compaonentz of Windows.

To add or remove a component, click the checkbox. & shaded box means that only
part of the component will be inztalled. To zee what's included in a component, click

Dretailz.

LComponents:

v =

I river 24 4 MB
[ [BA Certificate Services 1.8 MB

] 5 E-mail Services 11 MB
[ ] &4 Fax Servines 7 0 MR ;I

Descrption:  Includes ASP.MET , Intemet [nfarmation Services [[15], and the

Application Server Conzole.
Total dizk zpace required: 4.4 kB 4@%{%*

Space available on dizk; a1 37 MBE

< Back I Mest = I Cancel | Help |




Click once in the 'Internet Information Service§|l checkbox to enable IIS. This will enable thion

with a gray check box and will also automaticaltyable 'Enable network COM+ access'. Highlight
'Internet Information Services' and click 'Details.

Application Server ] x|

To add aor remove a component, click the check box. & shaded box means that only part
of the component will be installed. To zee what's included in a compaonent, click Details.

Subcomponents of &pplication Serer:

] ﬁ'ﬂ Application Server Conzole 0.0mB ;I
[ B ASP.NET 0.0 ME
[w] @ Enable network COM+ access 0okEe
O @ Enable netwark DTC access 0orBe

I"I ‘,‘-, Intermet [nformation Services 1] 27 4 MB

[ =2 Meszage Queuing 7OME

juz|

Dezcrption: 115 Includes Web, FTF, SMTF, and HMTP suppart, along with suppart
for FrontPage Server Extensions and Active Server Pages [85F).

Total dizk space required: 3.3 MB

_‘Eietﬁﬁ:'a,;:
Cpace available on dizk: 8013.7 MB —

Ok I Canizel |

Highlight 'World Wide Web Service' and click 'Ddgai.".

Internet Information Services (115} 3 X|

To add or remove a component, click the check bos. & shaded box meansz that only part
af the companent will be installed. Tao zee what's included in a component, click Details.

Subcomponents of Internet Information Services [IIS]:

O @ FrontPage 2002 Server Extenzions 14.6 ME _4_|
[+ 'ﬁ] Internet Information Services Manager 1.31B
] lﬁ Internet Frinting 0.0ME
[ &5 NNTP Service 1.0ME
L] #=a SMTP Service 1.2 MB
o & wiorld wide web Service 8.0 MB

Dezcription:  Includes support for throttling and restarting data tranzfers, and a BITS
rianagement conzole extension.

Total disk zpace required: 33 MB
Space available on dizk: 837 MB

] I Canicel




Enable the option for 'Active Server Pages'.

By default Windows 2003 does not enable supporAfdive Server Pages, it is added during the
installation of IIS by following these steps. Ifing an existing installation of IIS where suppat Active
Server Pages has not been enabled, pleasersdse ASP Support for 1IS §on page 18)' to enable
support for it.

World Wide Web Service i x|

To add or remove a compaonent, click the check box. & shaded box means that only part
aof the component will be ingtalled. To zee what's included in a component, click Details.

Subcomponents of Warld Yide Web Service:

Ll @ Internet Data Connector
] (g Remate Administration (HTML]

[ Ea FRemaote Desktop wWeb Connection
[ [#] Server Side Inchudes

[ [#] webDay Publishing

v| o torld Wwide web Service

Description: Allow ASP files. Active Server Pages iz alwayz installed.

Total dizk space required: 13MB i sieafb
Space available on dizk: 20137 MB




Click 'OK' three times. This will return to the Wiows Components Wizard' dialog. Click 'Next' tgibe
the installation and configuration of Internet Infation Services.

Windows will begin the setup and configuration I&.IWhen the file operations are complete, click
'Finish' to close the wizard.

The IIS administrators console may be launchedelgcting 'Internet Information Services (11S) Mageg
from the 'Administrative Tools' menu or by typimgtmgrat the command prompt or run menu.



/ nmon 11}

If installing this application onto an existing weérver and Active Server Pages was not previously
enabled, ASP may be enabled by following the procesioutlined in the 'Windows 2003 and IIS' section
or by simply enabling it the 1IS admin console.

To enable Active Server Pages on an existing lasi@ah of IS, open 'Internet Information Servidds)
Manager' from 'Administrative Tools' or by typiimgetmgrat the 'Run’ menu. In IIS, select the 'Web
Services Extension' node. In the details paner{tfin: pane), select 'Active Server Pages' and Inoveits
status is set to "prohibited". Click the 'Allow'thon to allow Active Server Pages to be served fi@n

No further actions are required for IIS.
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The installation experience for IS 7.5 on Sen@d@ R2 is identical and the same procedures can be
followed.

IIS 7 requires the following role services be im#d when installing IIS 7:
Static Content
Default Document
HTTP Errors - optional
ASP — active server pages (NOT ASP.net)
Static compression - optional

[IS6 management compatibility

Any items that these component want to add wilh aised to be included.

To install Internet Information Services in Windo2@08, open 'Server Manager' and select the 'Roles’
node. In the details pane (right side), click thed Roles' link to start the 'Server Roles Wizard'.
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From the 'Add Roles Wizard' dialog, select 'Webv8e(llS)' and click 'Next'.



Click 'Next" on the description page.



On the 'Select Role Services' page, under the iggifin Development' header, select 'ASP".

By default Windows 2008 does not enable supporAfdive Server Pages, it is added during the
installation of IIS by following these steps. Ifing an existing installation of IIS where suppat Active
Server Pages has not been enabled, pleasersdse ASP Support for IS {on page 27)' to enable
support for it.



If prompted to 'Add role services required for ASEIRck 'Add required role services'. This will
automatically add 'ISAPI Extensions'.



On the 'Select Role Services' page, under the 'anant Tools' header, select 'llS 6 Management
Compatibility' which will also select all sub compents. Click ‘Next' to continue.

By default Windows 2008 does not enable supporti®6 Management Compatibility, it is added during
the installation of IIS by following these stepisusing an existing installation of IIS where supgdor
Active Server Pages has not been enabled, pleagensdble 11S6 Compatibility Support for IS {on

page 30)' to enable support for it.



On the 'Confirm Installation Selections' page,kclinstall'.



Windows will begin the setup and configuration i&.IWhen the file operations are complete, clidksg'
to close the wizard.

The IIS administrators console may be launchedelgcting 'Internet Information Services (11S) Mageg
from the 'Administrative Tools' menu, by selectieb Server' under the 'Roles' node in 'Server
Manager', or by typinghetmgrat the command prompt or run menu.
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If installing this application onto an existing weérver and Active Server Pages was not previously
enabled, turn it on by using following the procesur

In 'Server Manager' select the 'Roles' node, exgatWeb Server (11S)' heading and click on thédA
Role Services' link.



On the 'Select Role Services' page, under the iggifin Development' header, select 'ASP".

If prompted to 'Add role services required for ASEfck 'Add required role services'. This will
automatically add 'ISAPI Extensions'.



On the 'Select Role Services' page, click 'Next'tl@ 'Confirm Installation Selections' page, clioktall'.
Windows will begin the setup and configuration I&.IWhen the file operations are complete, clidsé'
to close the wizard.

There are no further actions to perform once theaw completes.
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If installing this application onto an existing weérver and Active Server Pages was not previously
enabled, turn it on by using following the procesur

In 'Server Manager' select the 'Roles' node, exgatWeb Server (11S)' heading and click on thédA
Role Services' link.



On the 'Select Role Services' page, under the 'anant Tools' header, select 'llS 6 Management
Compatibility' which will also select all sub comemts. Click 'Next' to continue.



On the 'Select Role Services' page, click 'Next'tl@ 'Confirm Installation Selections' page, clioktall'.
Windows will begin the setup and configuration I&.IWhen the file operations are complete, clidsé'
to close the wizard.

There are no further actions to perform once theaw completes.
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A database server running SQL Server (2000, 20020@8), SQL Express (for testing only) is required
for use as the back-end data store. In orderngpbaie the installation of this tool, an instan€&QL
Server or SQL Express must already be installedaandssible. It is recommended to create an ésblat
database (separate named instance) but it isneguarement. If a full version of Microsoft SQL is
unavailable to during evaluation or deployment, 8§ Express 2008 or 2005 for the evaluation.

Both SQL Server and SQL Express have two diffeneades of authenticating users. They can be
configured to support integrated authenticationclvhvill use the credentials of the user accountetuily
accessing the database, or they can use a mixeg, nvbdath allows both Windows user accounts and
explicit SQL accounts to have permissions to alege. It is recommended to use Windows Integrated
Authentication only. SQL Express is a lightweigktsion of SQL Server that is made available foe fre
download from the Microsoft website.

Connections to the chosen database are treatsdries meaning that after the database is setugnand
connection has been made, there are no configordifferences regarding Lieberman Software's tools
when operating against a SQL Server or SQL Express.
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For evaluation purposes, Microsoft's free versibitscsSQL product, SQL Express will work sufficignt
well. Download SQL Express from Microsofittp://www.microsoft.com/express/download/
http://www.microsoft.com/express/download/. SQL Eegs 2005 will require .NET framework 2.0
(included as part of .NET 2.0 SP1, .NET 3.0, .NEHTSP1, .NET 3.5, .NET 3.5 SP1). SQL Express 2008
will require .NET framework 3.5 SP1, and Windowsthiler 4.5.

The common criteria for any version of SQL are:

If SQL is hosted on another server, allow netwaréess via TCP or named pipes to the instance.

If using Windows Integrated Authentication, enstina the COM+ and/or service account used by the
application has DBO rights over the database tietdol will use. Read more about 'Granting Rights

in MS SQL".
If using SQL Authentication instead of Windows Igitated Authentication, it is a good practice to
create a new account (instead of using the SA atfand grant this account the appropriate rights.

The following steps show a SQL Express 2008 iregiath. The steps are identical for a basic SQL 2008
installation.

Start the installation process and select the dltagion" link on the top left corner of the dialog






Click on the "New SQL Server stand-alone instadlatbr add features to an existing installationK.lin



On the "Setup Support Rules" page fix any erraas déine found, then continue by clicking OK.



Click NEXT past the "Product Key" page.



Read and accept the EULA to continue installing $press. Then click NEXT.



‘%

Click INSTALL to start the installation of the reiged SQL 2008 Express Support Files.



On the "Setup Support Rules" page, note and wawrirgrors presented and fix them as necessargk Cli
NEXT when ready to continue.



On the "Feature Selection" page, choose "Databagm& Services" then click NEXT to continue.



On the "Instance Configuration Page", choose tdigore a "Default Instance™ or a "Named Instandg".
no other instances of SQL are installed on thisesgschoose either option. A default instance usk the
name of the server for all SQL connections. A namsthnce will use the name of the server appended
with a \Instance_Name. For example, if definingaaed instance called LSC and the software is being
installed on a machine named UTILSO01, then theesaronnection to this instance of SQL would be
UTILSO1\LSC. Click NEXT to continue.



On the "Disk Space Requirements" page, click NEXT.



On the "Server Configuration” page, Choose theisemaccount that will run the SQL services. If no
replication or clustering will be utilized, thent$ke account name to "NT AUTHORITY\SYSTEM" and
the startup type to "Automatic”. Choose the defaalkation from the "Collation" tab. Click NEXT to
continue.



On the "Database Engine Configuration" page, chaasauthentication mode that the database should
allow. "Windows authentication mode" will requiteetcredentials of the person using the tool as aeel|
its various service and COM identities to haveaiartights to the database and is the recommended
setting to use. "Mixed Mode..." will allow for thmost flexibility in scope of application that cae bsed
with the database and will allow specification ofaunts that only exist in the context of the datab(no
Windows or AD) to access the database informattmmfigurations configured with "Mixed Mode"
authentication still must create and allow useoaats access to the database. "Windows Autherdicati
will require identifying the Windows users and/oogps that can access the database services. ATHDk
to supply those users and groups here. No othegelsaneed to be made here. Click NEXT to continue.



On the "Error Usage and Reporting" page, elestetal Microsoft any error or usage information if
desired, then click NEXT to continue.



On the "Installation Rules" page, fix any errom@rning that are presented at this time, then MEKT
to continue.



On the "Ready to Install" page, review the configiams, then click INSTALL to continue.



*G

The installation routine will continue to instal&.



When installation is complete, click NEXT to contin



Click CLOSE on the "Complete "page.
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As this will be managing accounts in a domain, #usount will need rights within that domain. This
means the account will need to have been creatdn idomain or have been added to the appropriate
groups in your domain.

Skip this section if there is already have an aotthat meets the following requirements:

Account Operator or Domain Admin or Administratgreup membership in the domain to be
managed

Administrator on the Account Reset Console hosiesys
Account granted 'Logon as a batch job' on the targgtem

To create the user in the domain, use 'Active DargdJsers and Computers' from the 'Administrative
Tools' of a domain controller or from a member egstAdmin tools can be installed on a member system
by running 'AdminPak.msi' in your RUN menu on XRI&003 server) or by installing the RSAT tools for
Vista/7/ - see KB 941314, or on 2008/2008R2 byaillisg the tools from server features in Server
Manager.

To create a user account in Active Directory, rigitk on the organizational unit or container teate
the account in and select NEW | USER.



*!
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It is good practice to provide the account a seesiediptive first name as this is what will be vieiin
Active Directory. Provide the account with a unidogon name. Click 'Next' once the logon name is
provided.



Provide a password for this account. It is reconueerto provide a password that is 15 characters or
longer as this will highly minimize the potentiakfa compromise of the password of this accourgacCl
the 'User must change password at next logonboildhis account will be unusable until the passwsrd
changed; any installations utilizing this accouiit fail because the account will be unable to gt is
recommended to also set the 'Password never exitaiggeor this account to avoid loss of functiahal
should the password expire. The password for ttesunt at any time regardless of this flag.

Click 'Next' to continue.
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Click 'Finish' to create the account and closenlzard.
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Now that the account is created, right click onabeount and select 'Properties’ then select teenthér
Of' tab and click 'Add'.
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Type in the name of the domain group you wish b this account to. At a minimum this account will
need to be a member of your domain's 'Account Qpesayroup. However, if users of the domain's
'‘Administrators' group or '‘Domain Admins' groupiMaé managed from ARC this account will also need
to be a member of either one of those groups.

Click 'OK' to add the user to the group.
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Click 'OK' to close the properties dialog.
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Open computer management on the host system bygtyg@mpmgmt.msc' from the RUN menu or by
choosing 'Computer Management' from 'Administrafieels’. Under 'System Tools' expand 'Local Users
and Groups' then select the 'Groups' node. Inekalgl pane, right click on 'Administrators' anaobke
'Properties’.



Click 'Add...'

From the 'Select Users, Computer, or Groups' djangure you are choosing a user from the right
location, it should be the domain. Type in the @w®oUNt's name or use the 'Advanced...' opticedoch
the user account. Click 'OK' once to add the uséne local administrators group.



Click 'OK' to finalize the change and add the actdo the administrators group.



On the host system type 'gpedit.msc' at the RUNum€his will open the local system's security
configuration. Navigate to 'Computer Configuratimdows Settings\Local Policies\User Rights
Assignment' and choose 'Log on as a batch job' thentletails pane.



Right click on 'Log on as a batch job' and selertperties'. Click on 'Add User or Group...".



From the 'Select Users, Computer, or Groups' djaogure you are choosing a user from the right
location, it should be your domain. Type in theruws=ount's name or use the 'Advanced...' option to
search the user account. Click 'OK' once to adduser to the list.



Click 'OK' to close the properties dialog. Thenseldhe group policy editor.

To ensure that the policy is updated immediatety dmesn't conflict with any other domain policifgem

a CMD prompt, type 'gpupdate /target:computer gorleor Windows 2000, type 'secedit /refreshpolicy
machine_policy /enforce'.

Re-check the policy and ensure that your user axtgswstill listed in the list. If it is not listethen you

have a domain level policy that is removing youtisgs. Work with your group policy administratar t
determine which policy is causing the conflict.



Before deploying Account Reset Console, pleasdllod the prerequisites are met. Required are act®s
a Microsoft SQL 2000 SP4 or later database andiSa6.0 or later web server with support for Active
Server Pages enabled. An account with a basid geivileges will also be required. If these reguirents
are met, Account Reset Console is ready to be deglo

The following sections outline the installationAfcount Reset Console.

Account Reset Console does not provide for therggaf the user names and passwords
transmitted from client browser to web serversIRARCWeb's administrator's responsibility to dedoy
SSL certificate for use with the IS web servetmimplement any additional form of transport ségur
between the client's web browser and web server.

&

ARC Fresh Installation Procedure...........communeevvveneee. 69
ARC Upgrade Installation Procedure. .........ccoo.-......... 85



Once the installation package is downloaded, dociik the installer to start the installation and
configuration of Account Reset Console. Have thiefong information ready:

Name of your database server
Name of the database for ARC to use (this cant@soreated during installation)

The user name and password of the privileged a¢¢banwill be used for the Account Reset Console
COM+ object

Whether ARC will be installed as a virtual diregteersus installing to the root of an existing webs

or configuring a new website.

All of these will be covered in the following text.

The installer will stop and re-start 1IS duringtallation. If this web server is a shared web eeri
may be recommendable to perform the installatioer &fours.

Configurations of Account Reset Console's manytional options are covered in the Administration
Guide.

Launch the installer and click 'Next' past the wele page.
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Read and accept the EULA if you wish to continustdting Account Reset Console. If you do not atcep
the EULA, you cannot continue installing AccountseeConsole.

Click 'Next' to continue.



Enter in the names of the licensed user and orgtoiz Identify on which start menu the ARC shotscu
will appear. Choosing the 'Anyone..." option withge the ARC shortcuts into the "All Users' staghin
and any user of the computer will see the shortduts is the recommended option.

Click 'Next' to continue.



Choose the installation directory for ARC. The ddfftocation is \Program Files\ArcWeb'.

Click 'Next' to continue.



If setting this up for a test scenario on your dagal workstation or standalone server, choos@fition
to 'Administer the Local System'. If you are cgnfing this for a domain environment, choose the
'‘Administer a Domain' option and supply the sim@&tBIOS name of your domain.

Click 'Next' to continue.



The Super User Group is a full administrator of MRC Web site. They may change database settings,
configure security settings, and more. The nante@froup supplied here will be configured as trss f
group allowed to logon and manage the tool andbeiltonfigured as a super user of the tool. Thador

of the name should be input as NetBIOSDomainNanmmi@ame such as 'yourdomain\domain admins'.

Click 'Next' to continue.



+*

The COM+ Component Credentials are used to pertbenpassword reset and access the logging
database if integrated database authenticatiantie tised. This account needs to be an administato
the web server and at least an account operatbeidomain it is managing. Please see the 'Presiezgi|
COM Object Account' section for more informatioroabthis account. The syntax of your input showdd b
DomainName\UserName such as 'yourdomain\comsvcacct'

Click 'Next' to continue.



On the 'SQL Database Configuration' dialog, inpatname of the database server and the database.to
If using a default instance of SQL on a given sertheen simply enter the name of the server in the
'‘Database Server Name:' field. If using a namethinte of SQL, enter the server name as
'‘DatabaseServerName\instanceName' in the 'Dat&easer Name:' field.

Also, identify the type of authentication to usettach to your SQL database. It is highly reconuheen

to use 'Windows Authentication’. Using Windows grged authentication will not require Account Rese
Console to store connection credentials in the 8@inection string; using 'SQL Server Authenticdtion
will require the SQL connection string to contdile user name and password of a connection account.

Click 'Next' to continue.



+

The 'Permissions Changes' dialog will identifyadlthe permissions changes that will be made dutiag
installation of ARC.

Click 'Next' to continue.



+!

On the 'Web Resources Configuration' dialog, cidxt' to continue.



+#

Choose to install arc to a new website or to aiglrtirectory under an existing website.

This choice will affect how you connect to your ARGtallation. A new website will require certain
configurations be made such as an IP addresshhader, or port number in order for the new welisite
function. A virtual directory will attach to an esting website and thus not require further configjon
changes however the website will then be accesgpid4lly] as 'https://servername/arcweb'.
Lieberman Software recommends the use of a viduettory.

After choice is made, click 'Next' to continue.



1%

If choosing to install to a new website, the follogrdialog will appear. The following informationust
be provided:

Description - the name of the website as it wilhegr in 1IS. This makes no difference in how the
website will be addressed from a client.

IP Address - a web server with multiple sites waljuire something to be unique about the website.
This can be the IP address, the port, or a hostenear some combination thereof. The installer
routine allows selection of an IP address the wehsill use. To configure a different port or host
header information (must also work with DNS/WINB)gke this change in 1IS after the installation is
complete. Please refer to IS documentation for tewonfigure these items.

Generally, the default settings are sufficienglclNext' to continue.



If installing a virtual directory, the following diog will appear. The following information must be
provided:

The name for the virtual directory. This name afd¢be address that will be used to connect to
ARCWeb. By default this is set to 'ArcWeb' whichkea the URL for ARC:
http://servername/arcweb.

The virtual directory parent. By default this it lelank which means the virtual directory will be
created directly under the default website. If ¢hare multiple web sites or virtual directories
configured on the web server, choose the apprepriabsite from the drop down list; this will affect
your URL in kind. For example, if the default paremrectory is set to ‘/lieberman/webtools' thea th
URL would become http://servername/lieberman/webtaccweb. Lieberman Software recommends
leaving this field unchanged (blank).

Click 'Next' to continue.



After the website decisions are made, the installkicopy the necessary files, stop IS, register COM
object, configure the required web directories, amdtart IIS.

Click 'Next' to continue.



When the configuration is done, click 'Finish'



If recommended steps were followed, access theiteedishttp://servername/arcweb.

The only users who may log in at this point aresigsého are direct members of the 'Super Users Group
identified earlier in the installation.



<

Once the installation package is downloaded, doclitk the installer to start the upgrade instadiatand
configuration of Account Reset Console. As thiansupgrade, it is presumed the following informat®

already at hand:

Name of your database server

Name of the database for ARC to use (this cant@soreated during installation)

The user name and password of the privileged at¢banwill be used for the Account Reset Console
COM+ object

Whether ARC will be installed as a virtual diregtaersus installing to the root of an existing wiebs

or configuring a new website.

The installer will stop and re-start IIS duringtadation. If this web server is a shared web serive
may be recommendable to perform the installatioer &fours.

Configurations of Account Reset Console's manytional options are covered in the Administration
Guide.

Launch the installer and click 'Next' past the wale page and begin the upgrade process.



Read and accept the EULA to continue installingd\ot Reset Console. If the EULA is not accepted,
installation or Account Reset Console cannot prdcee

Click 'Next' to continue.



Enter in the names of the licensed user and orgtoiz Identify on which start menu the ARC shotscu
will appear. Choosing the '‘Anyone..." option withge the ARC shortcuts into the "All Users' staghin
and any user of the computer will see the shortduts is the recommended option.

Click 'Next' to continue.



Choose the installation directory for ARC. The ddtféocation is \Program Files\ArcWeb'.

Click 'Next' to continue.



When setup detects that this is an upgrade ingtallaa prompt to 'Only change the needed settorgs
'‘Change all settings' will appear. Choosing th&t faption will ask only a few questions and procest
the upgrade. Choosing to ‘Change all settings'walk through a complete installation and configiama

Choose to 'Only change needed settings' and bliekt" to continue.



The COM+ Component Credentials are used to pertbenpassword reset and access the logging
database if integrated database authenticatiantie tised. This account needs to be an administato
the web server and at least an account operatbeidomain it is managing. Please see the 'Presiezgi|
COM Ohbject Account' section for more informatioroabthis account. The syntax of the name should be
DomainName\UserName such as 'yourdomain\comsvcacct'

Click 'Next' to continue.



The 'Permissions Changes' dialog will identifyadlthe permissions changes that will be made dutiag
installation of ARC.

Click 'Next' to continue.



On the 'Web Resources Configuration' dialog, cidxt' to continue.



During this stage it is required to know how ARCswmeviously installed so the proper choices can be
made to install ARC to the correct website. If $aene choices are not supplied again, the web semver
end up with multiple web sites for Account Resen§tile.

This choice will affect how you connect to your ARGtallation. A new website will require certain
configurations be made such as an IP addresshbader, or port number in order for the new welisite
function. A virtual directory will attach to an e&ting website and thus not require further configjon
changes however the website will then be accesgpid4lly] as 'https://servername/arcweb'.
Lieberman Software recommends the use of a viduwettory.

After choice is made, click 'Next' to continue.



If choosing to install to a new website, the follogrdialog will appear. The following informationust
be provided:

Description - the name of the website as it wilhegr in 1IS. This makes no difference in how the
website will be addressed from a client.

IP Address - a web server with multiple sites waljuire something to be unique about the website.
This can be the IP address, the port, or a hostenear some combination thereof. The installer
routine allows selection of an IP address the wehsill use. To configure a different port or host
header information (must also work with DNS/WINB)gke this change in IIS after the installation is
complete. Please refer to IIS documentation for tewonfigure these items.

Generally, the default settings are sufficienglclNext' to continue.



#*

If installing a virtual directory, the following diog will appear. The following information must be
provided:

The name for the virtual directory. This name afd¢be address that will be used to connect to
ARCWeb. By default this is set to 'ArcWeb' whichkea the URL for ARC:
http://servername/arcweb.

The virtual directory parent. By default this it lelank which means the virtual directory will be
created directly under the default website. If ¢hare multiple web sites or virtual directories
configured on the web server, choose the apprepriabsite from the drop down list; this will affect
your URL in kind. For example, if the default paremrectory is set to ‘/lieberman/webtools' thea th
URL would become http://servername/lieberman/webtaccweb. Lieberman Software recommends
leaving this field unchanged (blank).

Click 'Next' to continue.



After the website decisions are made, the installkicopy the necessary files, stop IS, register COM
object, configure the required web directories, amdtart IIS.

Click 'Next' to continue.



#+

When the configuration is done, click 'Finish'



#!

If recommended steps were followed, access theiteedishttp://servername/arcweb.

Users who were previously delegated web logon sigiy at this time logon to the website.



#

If this is a fresh installation of Account ResetnGole, then following the successful installatién o
Account Reset Console, the license should alsadialied. If this is an evaluation of Account Reset
Console, skip this as the tool will ship with alyulunctional 30 day license for 100 users.

It is highly recommended to configure SSL. Confgjion of SSL and obtaining an appropriate SSL
certificate for the web server to use is beyondsttape of this document. Please refer to IS
documentation for these steps.

To configure licensing using the ARC Admin Consaldp to the next step. To configure your license f
ARC using the website, log into ARC as a membehefsuper users group and go to '‘Configuration' on
the top nav bar then click 'Licensing' on the sidanu bar.

In the lower right corner, input your license atidicthe 'Update License Key'.



¢

If the key is accepted, the page will refresh dradtext "*******+* | jcense Key Updated *****¥xxxx"
will appear in the above page.

If licensing was configured using the website, ¢hisrno need to perform the following steps.

To configure a new license using the ARC Admin @deislaunch 'ArcAdminConsole.exe' from the
'‘ArcWeb' folder found under [All] Programs on theu$ menu.

Click on the 'Set New License' link in the 'ArcWabmin Tools' section.

Enter in the new/updated license key and click 'OK’



%

If the key is accepted, you will see the followitiglog. Click 'OK' to continue.
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