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Copyright © 2003-2010 Lieberman Software Corporation. 
All rights reserved. 

The software contains proprietary information of Lieberman Software Corporation; it is provided under a 
license agreement containing restrictions on use and disclosure and is also protected by copyright law.  
Reverse engineering of the software is prohibited. 

Due to continued product development this information may change without notice.  The information and 
intellectual property contained herein is confidential between Lieberman Software and the client and 
remains the exclusive property of Lieberman Software.  If there are any problems in the documentation, 
please report them to Lieberman Software in writing.  Lieberman Software does not warrant that this 
document is error-free. 

No part of this publication may be reproduced, stored in a retrieval system, or transmitted in any form or 
by any means, electronic, mechanical, photocopying, recording or otherwise without the prior written 
permission of Lieberman Software. 

Microsoft, Windows, Word, Office, SQL Server, SQL Express, Access, MSDE, and MS-DOS are either 
registered trademarks or trademarks of Microsoft Corporation in the United States and/or other countries. 
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This is a legal and binding contract between you, the end user, and Lieberman Software Corporation. By 
using this software, you agree to be bound by the terms of this agreement. If you do not agree to the terms 
of this agreement, you should return the software and documentation as well as all accompanying items 
promptly for a refund. 

1. Your Rights: Lieberman Software hereby grants you the right to use User Manager Pro to manage the 
licensed number of systems purchased. This software is licensed for use by a single client and its 
designated employees, contractors and authorized 3rd parties to manage the systems owned/used by a 
single client.  The software license may not be shared with unrelated 3rd parties.   

The serial number provided by Lieberman Software is designed for installation on a specific machine.  
You many install an unlimited number of copies of User Manager Pro for your administrators that connect 
to the single licensed machine.  All administrators can share the pool of purchased managed node licenses. 

There are no limits to the number of web servers or clients that may access the data stored by your licensed 
copy of User Manager Pro.  You may install and use the “User Manager Pro: Web Interface to Random 
Password Generator Password Recovery Console” with your duly licensed copy of User Manager Pro + 
Random Password Generator without any additional payment to Lieberman Software.   

The cost of Microsoft web servers, SSL certificates, and other supporting equipment and technology are 
the sole responsibility of the user of this software-not Lieberman Software. 

2.  Copyright. The SOFTWARE is owned by Lieberman Software and is protected by United States 
copyright law and international treaty provisions. Therefore, you must treat the software like any other 
copyrighted material (e.g. a book or musical recording) except that you may either (a) make one copy of 
the SOFTWARE solely for backup and archival purposes, or (b) transfer the SOFTWARE to a single hard 
disk provided you keep the original solely for backup and archival purposes. The manual is a copyrighted 
work also--you may not make copies of the manual for any purpose other than the use of the software. 

3.  Other Restrictions: You may not rent, lease, or transfer the SOFTWARE to any other entity. You may 
not reverse engineer, de-compile, or disassemble the SOFTWARE that is provided solely as executable 
programs (EXE files). If the SOFTWARE is an update, any transfer must include the update and all prior 
versions. 

4. Notice: This software contains functionality designed to periodically notify Lieberman Software of 
demo usage and of the detection of suspected pirated license keys. By using this software, you consent to 
allow the software to send information to Lieberman Software under these circumstances, and you agree to 
not hold Lieberman Software responsible for the use of any or all of the information by Lieberman 
Software or any third party. 

When used lawfully, this software periodically transmits to us the serial number and network identification 
information of the machine running the software.  No personally identifiable information or usage details 
are transmitted to us in this case.  The program does not contain any spyware or remote control 
functionality that may be activated remotely by us or any other 3rd party. 
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Los Angeles 
CA 90067 

310.550.8575 
Internet E-Mail: support@liebsoft.com 

Website: http://www.liebsoft.com 
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The media (optional) and manual that make up this software are warranted by Lieberman Software 
Corporation to be free of defects in materials and workmanship for a period of 30-days from the date of 
your purchase. If you notify us within the warranty period of such defects in material and workmanship, 
we will replace the defective manual or media. 

The sole remedy for breach of this warranty is limited to replacement of defective materials and/or refund 
of purchase price and does not include any other kinds of damages. 

Apart from the foregoing limited warranty, the software programs are provided "AS-IS", without warranty 
of any kind, either expressed or implied. The entire risk as to the performance of the programs is with the 
purchaser. Lieberman Software does not warrant that the operation will be uninterrupted or error-free. 
Lieberman Software assumes no responsibility or liability of any kind for errors in the programs or 
documentation of/for consequences of any such errors. 

This agreement is governed by the laws of the State of California. 

Should you have any questions concerning this Agreement, or if you wish to contact Lieberman Software, 
please write: 

Lieberman Software Corporation 
1900 Avenue of the Stars 
Suite 425 
Los Angeles 
CA 90067 

You can also keep up to date on the latest upgrades via our website at http://www.liebsoft.com or e-mail us 
at: sales@liebsoft.com. 
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In order to perform an installation of Account Reset Console you will require only a few items: 

�  Windows Server - workstation fine for testing 

�  Internet Information Services (IIS) with support for Active Server Pages Enabled 

�  MS SQL database - SQL Express fine for testing 

�  A privileged account for the COM object 

�  Specific communication ports 

The following sections will outline the requirements and rights required to perform a successful 
installation of Account Reset Console. 
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Windows Server Requirements ......................................... 7 
Internet Information Services ............................................ 8 
MS SQL Database ............................................................. 9 
COM Object Account ........................................................ 9 
Port Requirements ............................................................. 10 
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A Windows Server operating system will be required for a production installation of Account Reset 
Console. Account Reset Console will work fine on a physical server or a virtual machine. For lab/testing 
environments, a workstation class operating system will suffice. All Service Pack levels and editions are 
supported except where specifically noted. Supported versions of Windows are: 

�  Windows XP Professional, 32bit version* 

�  Windows XP Professional, 64bit version*,** 

�  Windows Server 2003, 32bit version 

�  Windows Server 2003, 64bit version** 

�  Windows Vista Business Edition or higher, 32bit version* 

�  Windows Vista Business Edition or higher, 64bit version*,** 

�  Windows Server 2008, 32bit version 

�  Windows Server 2008, 64bit version** 

*These versions are not recommended or supported for a production implementation; these versions 
should only be used in a testing scenario. 

**This application is a 32bit and 64bit application. Either version may be installed on a 64bit system. If 
the 32bit version is installed on a 64bit host system, it will run in a WOW64 environment on a 64bit 
system. 

Keeping in mind best practices regarding Windows and MS SQL hardware requirements, Account Reset 
Console will also require: 

�  64MB of RAM 

�  Approx. 20MB of Hard Drive Space 

�  Intel Pentium III or AMD Athlon or better class processor 

This manual does not cover installation of Windows. 
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Internet Information Services (IIS) with support for Active Server Pages must be installed on the system 
that will host Account Reset Console. Supported versions of IIS include: 

�  IIS 5.1* 

�  IIS 6.0** 

�  IIS 7.0/7.5**,*** 

* IIS 5.1 is alight/limited version of IIS included with Windows XP Professional and should not be used 
for production environments. 

** Active Server Pages is a component which must be installed/enabled as a separate option of the IIS 
installation. &��
���)��	�	���
�	�������
�)���
��"�.�/&.  

*** IIS 6 compatibility must also be installed. 

Installation and configuration of IIS will be covered in the next section. 
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A Microsoft SQL database will be required at the time of installation and is used for Account Reset 
Console's logging database; all actions performed within the tool are logged to this database. This database 
may also be used for the storage of verification questions and answers which are used during self service 
reset - when a user reset's their own password, or potentially when a help desk user resets a user's 
password. 

You may use an existing installation of MS SQL or you may implement a new instance of SQL on the 
same server or a different server. 

You may use Integrated Authentication or explicit SQL authentication; integrated authentication is the 
preferred method of connection as it does not require storage of any connection credentials by the host 
system. 

Supported versions of MS SQL include: 

�  MS SQL Express 2005 32bit or 64bit* 

�  MS SQL Express 2008 32bit or 64bit* 

�  MS SQL 2000 SP4 

�  MS SQL 2005, 32bit or 64bit 

�  MS SQL 2008, 32bit or 64bit 

SQL 2005 or 2008 are strongly recommended. 

*SQL Express versions are not recommended or supported for production implementations and should be 
used for testing scenarios only. 

Installation and configuration of MS SQL 2008 will be covered in the next section. 
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Account Reset Console performs all of its actions via a COM+ object. This object requires the use of a 
privileged account. This account should be a domain member and have the following rights and 
memberships: 

�  Administrator of the web server 

�  Account Operator in the domain* 

�  Log on as a batch job 

*If multiple domains trusting domains will be managed by a single implementation of Account Reset 
Console, the COM account must be in the target domain's Account Operators group as well.  

Pre-configuration of this account will be covered in the next section. 
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Following are the required ports that will be used with account reset console: 

!%5''�5������ - HTTP/HTTPS port required for access to the web based application. SSL (HTTPS) can be 
configured if you implement an SSL certificate for your web server 

��+6��!6��#����''*� - SMB access to the domain controller to reset a user's password 

�'��� - MS SQL communications. This is the default port and can be changed by the SQL adminsitrator. 
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This section shows the installation and configuration of Account Reset Console's prerequisites on an 
existing Windows Installation. You will require access to your Windows source files and administrative 
rights on the host system in order to perform the actions outlined in the following sections. 
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Installing and Configuring IIS ........................................... 12 
MS SQL ............................................................................. 33 
Configure the COM Object Account ................................. 53 
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The following sections detail how to install and configure IIS on their respective host operating systems. 
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Windows 2003 and IIS ...................................................... 13 
Windows 2008 and IIS ...................................................... 19 
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To install Internet Information Services in Windows 2003, open 'Control Panel' and choosing 
'Add/Remove Programs' and click on the 'Add/Remove Windows Components' button on the left side of 
the dialog. 
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In the 'Windows Components Wizard' dialog, highlight 'Application Server' and click 'Details...' 
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Click once in the 'Internet Information Services (IIS)' checkbox to enable IIS. This will enable the option 
with a gray check box and will also automatically enable 'Enable network COM+ access'. Highlight 
'Internet Information Services' and click 'Details...' 

 

Highlight 'World Wide Web Service' and click 'Details...'. 
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Enable the option for 'Active Server Pages'. 

By default Windows 2003 does not enable support for Active Server Pages, it is added during the 
installation of IIS by following these steps. If using an existing installation of IIS where support for Active 
Server Pages has not been enabled, please see 'Enable ASP Support for IIS 6 (on page 18)' to enable 
support for it. 
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Click 'OK' three times. This will return to the 'Windows Components Wizard' dialog. Click 'Next' to begin 
the installation and configuration of Internet Information Services. 

Windows will begin the setup and configuration of IIS. When the file operations are complete, click 
'Finish' to close the wizard. 

 

The IIS administrators console may be launched by selecting 'Internet Information Services (IIS) Manager' 
from the 'Administrative Tools' menu or by typing inetmgr at the command prompt or run menu. 
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If installing this application onto an existing web server and Active Server Pages was not previously 
enabled, ASP may be enabled by following the procedures outlined in the 'Windows 2003 and IIS' section 
or by simply enabling it the IIS admin console. 

 

To enable Active Server Pages on an existing installation of IIS, open 'Internet Information Services (IIS) 
Manager' from 'Administrative Tools' or by typing inetmgr at the 'Run' menu. In IIS, select the 'Web 
Services Extension' node. In the details pane (the right pane), select 'Active Server Pages' and note how its 
status is set to "prohibited". Click the 'Allow' button to allow Active Server Pages to be served from IIS. 

 

No further actions are required for IIS. 
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The installation experience for IIS 7.5 on Server 2008 R2 is identical and the same procedures can be 
followed. 

IIS 7 requires the following role services be included when installing IIS 7: 

�  Static Content 

�  Default Document 

�  HTTP Errors - optional 

�  ASP – active server pages (NOT ASP.net) 

�  Static compression - optional 

�  IIS6 management compatibility 

Any items that these component want to add will also need to be included. 

To install Internet Information Services in Windows 2008, open 'Server Manager' and select the 'Roles' 
node. In the details pane (right side), click the 'Add Roles' link to start the 'Server Roles Wizard'. 
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From the 'Add Roles Wizard' dialog, select 'Web Server (IIS)' and click 'Next'. 
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Click 'Next" on the description page. 
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On the 'Select Role Services' page, under the 'Application Development' header, select 'ASP'. 

By default Windows 2008 does not enable support for Active Server Pages, it is added during the 
installation of IIS by following these steps. If using an existing installation of IIS where support for Active 
Server Pages has not been enabled, please see 'Enable ASP Support for IIS 7 (on page 27)' to enable 
support for it. 
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If prompted to 'Add role services required for ASP?', click 'Add required role services'. This will 
automatically add 'ISAPI Extensions'. 
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On the 'Select Role Services' page, under the 'Management Tools' header, select 'IIS 6 Management 
Compatibility' which will also select all sub components. Click 'Next' to continue. 

By default Windows 2008 does not enable support for IIS 6 Management Compatibility, it is added during 
the installation of IIS by following these steps. If using an existing installation of IIS where support for 
Active Server Pages has not been enabled, please see 'Enable IIS6 Compatibility Support for IIS 7 (on 
page 30)' to enable support for it. 
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On the 'Confirm Installation Selections' page, click 'Install'. 

 



 

� �	
��

����	������������
���
 � �� �
�

Windows will begin the setup and configuration of IIS. When the file operations are complete, click 'Close' 
to close the wizard. 

 

The IIS administrators console may be launched by selecting 'Internet Information Services (IIS) Manager' 
from the 'Administrative Tools' menu, by selecting 'Web Server' under the 'Roles' node in 'Server 
Manager', or by typing inetmgr at the command prompt or run menu. 
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If installing this application onto an existing web server and Active Server Pages was not previously 
enabled, turn it on by using following the procedure. 

In 'Server Manager' select the 'Roles' node, expand the 'Web Server (IIS)' heading and click on the 'Add 
Role Services' link. 
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On the 'Select Role Services' page, under the 'Application Development' header, select 'ASP'. 

 

If prompted to 'Add role services required for ASP?', click 'Add required role services'. This will 
automatically add 'ISAPI Extensions'. 
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On the 'Select Role Services' page, click 'Next'. On the 'Confirm Installation Selections' page, click 'Install'. 
Windows will begin the setup and configuration of IIS. When the file operations are complete, click 'Close' 
to close the wizard. 

 

There are no further actions to perform once the wizard completes. 
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If installing this application onto an existing web server and Active Server Pages was not previously 
enabled, turn it on by using following the procedure. 

In 'Server Manager' select the 'Roles' node, expand the 'Web Server (IIS)' heading and click on the 'Add 
Role Services' link. 
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On the 'Select Role Services' page, under the 'Management Tools' header, select 'IIS 6 Management 
Compatibility' which will also select all sub components. Click 'Next' to continue. 
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On the 'Select Role Services' page, click 'Next'. On the 'Confirm Installation Selections' page, click 'Install'. 
Windows will begin the setup and configuration of IIS. When the file operations are complete, click 'Close' 
to close the wizard. 

 

There are no further actions to perform once the wizard completes. 
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A database server running SQL Server (2000, 2005, or 2008), SQL Express (for testing only) is required 
for use as the back-end data store.  In order to complete the installation of this tool, an instance of SQL 
Server or SQL Express must already be installed and accessible.  It is recommended to create an isolated 
database (separate named instance) but it is not a requirement. If a full version of Microsoft SQL is 
unavailable to during evaluation or deployment, use SQL Express 2008 or 2005 for the evaluation. 

Both SQL Server and SQL Express have two different modes of authenticating users.  They can be 
configured to support integrated authentication which will use the credentials of the user account currently 
accessing the database, or they can use a mixed mode, which allows both Windows user accounts and 
explicit SQL accounts to have permissions to a database. It is recommended to use Windows Integrated 
Authentication only. SQL Express is a lightweight version of SQL Server that is made available for free 
download from the Microsoft website. 

Connections to the chosen database are treated the same, meaning that after the database is setup and the 
connection has been made, there are no configuration differences regarding Lieberman Software's tools 
when operating against a SQL Server or SQL Express. 
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For evaluation purposes, Microsoft's free version of its SQL product, SQL Express will work sufficiently 
well. Download SQL Express from Microsoft: http://www.microsoft.com/express/download/ 
http://www.microsoft.com/express/download/. SQL Express 2005 will require .NET framework 2.0 
(included as part of .NET 2.0 SP1, .NET 3.0, .NET 3.0 SP1, .NET 3.5, .NET 3.5 SP1). SQL Express 2008 
will require .NET framework 3.5 SP1, and Windows Installer 4.5.  

The common criteria for any version of SQL are: 

�  If SQL is hosted on another server, allow network access via TCP or named pipes to the instance. 

�  If using Windows Integrated Authentication, ensure that the COM+ and/or service account used by the 
application has DBO rights over the database that the tool will use. Read more about 'Granting Rights 
in MS SQL'. 

�  If using SQL Authentication instead of Windows Integrated Authentication, it is a good practice to 
create a new account (instead of using the SA account) and grant this account the appropriate rights. 

The following steps show a SQL Express 2008 installation. The steps are identical for a basic SQL 2008 
installation. 

Start the installation process and select the "Installation" link on the top left corner of the dialog. 
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Click on the "New SQL Server stand-alone installation or add features to an existing installation" link. 
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On the "Setup Support Rules" page fix any errors that are found, then continue by clicking OK. 
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Click NEXT past the "Product Key" page. 
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Read and accept the EULA to continue installing SQL Express. Then click NEXT. 
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Click INSTALL to start the installation of the required SQL 2008 Express Support Files. 
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On the "Setup Support Rules" page, note and warning or errors presented and fix them as necessary. Click 
NEXT when ready to continue. 
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On the "Feature Selection" page, choose "Database Engine Services" then click NEXT to continue. 
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On the "Instance Configuration Page", choose to configure a "Default Instance'" or a "Named Instance". If 
no other instances of SQL are installed on this system, choose either option. A default instance will use the 
name of the server for all SQL connections. A named instance will use the name of the server appended 
with a \Instance_Name. For example, if defining a named instance called LSC and the software is being 
installed on a machine named UTILS01, then the server connection to this instance of SQL would be 
UTILS01\LSC. Click NEXT to continue. 
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On the "Disk Space Requirements" page, click NEXT. 
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On the "Server Configuration" page, Choose the service account that will run the SQL services. If no 
replication or clustering will be utilized, then set the account name  to "NT AUTHORITY\SYSTEM" and 
the startup type to "Automatic". Choose the default collation from the "Collation" tab. Click NEXT to 
continue. 

 



 

� �	
��

����	������������
���
 � '� �
�

On the "Database Engine Configuration" page, choose an authentication mode that the database should 
allow. "Windows authentication mode" will require the credentials of the person using the tool as well as 
its various service and COM identities to have certain rights to the database and is the recommended 
setting to use. "Mixed Mode..." will allow for the most flexibility in scope of application that can be used 
with the database and will allow specification of accounts that only exist in the context of the database (no 
Windows or AD) to access the database information. Configurations configured with "Mixed Mode" 
authentication still must create and allow user accounts access to the database. "Windows Authentication" 
will require identifying the Windows users and/or groups that can access the database services. Click ADD 
to supply those users and groups here. No other changes need to be made here. Click NEXT to continue. 
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 On the "Error Usage and Reporting" page, elect to send Microsoft any error or usage information if 
desired, then click NEXT to continue. 
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On the "Installation Rules" page, fix any error or warning that are presented at this time, then click NEXT 
to continue. 
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On the "Ready to Install" page, review the configurations, then click INSTALL to continue. 
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The installation routine will continue to install SQL. 
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When installation is complete, click NEXT to continue. 
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Click CLOSE on the "Complete "page. 
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As this will be managing accounts in a domain, this account will need rights within that domain. This 
means the account will need to have been created in the domain or have been added to the appropriate 
groups in your domain. 

Skip this section if there is already have an account that meets the following requirements: 

�  Account Operator or Domain Admin or Administrators group membership in the domain to be 
managed 

�  Administrator on the Account Reset Console host system 

�  Account granted 'Logon as a batch job' on the target system 

To create the user in the domain, use 'Active Directory Users and Computers' from the 'Administrative 
Tools' of a domain controller or from a member system. Admin tools can be installed on a member system 
by running 'AdminPak.msi' in your RUN menu on XP and 2003 server) or by installing the RSAT tools for 
Vista/7/ - see KB 941314, or on 2008/2008R2 by installing the tools from server features in Server 
Manager. 

To create a user account in Active Directory, right click on the organizational unit or container to create 
the account in and select NEW | USER. 
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It is good practice to provide the account a semi-descriptive first name as this is what will be visible in 
Active Directory. Provide the account with a unique logon name. Click 'Next' once the logon name is 
provided. 
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Provide a password for this account. It is recommended to provide a password that is 15 characters or 
longer as this will highly minimize the potential for a compromise of the password of this account. Clear 
the 'User must change password at next logon' flag or this account will be unusable until the password is 
changed; any installations utilizing this account will fail because the account will be unable to logon. It is 
recommended to also set the 'Password never expires' flag for this account to avoid loss of functionality 
should the password expire. The password for this account at any time regardless of this flag. 

Click 'Next' to continue. 
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Click 'Finish' to create the account and close the wizard. 
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Now that the account is created, right click on the account and select 'Properties' then select the 'Member 
Of' tab and click 'Add'. 
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Type in the name of the domain group you wish to add this account to. At a minimum this account will 
need to be a member of your domain's 'Account Operators' group. However, if users of the domain's 
'Administrators' group or 'Domain Admins' group will be managed from ARC this account will also need 
to be a member of either one of those groups. 

Click 'OK' to add the user to the group. 
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Click 'OK' to close the properties dialog. 
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Open computer management on the host system by typing 'compmgmt.msc' from the RUN menu or by 
choosing 'Computer Management' from 'Administrative Tools'. Under 'System Tools' expand 'Local Users 
and Groups' then select the 'Groups' node. In the details pane, right click on 'Administrators' and choose 
'Properties'. 
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Click 'Add...' 

 

From the 'Select Users, Computer, or Groups' dialog, ensure you are choosing a user from the right 
location, it should be the domain. Type in the user account's name or use the 'Advanced...' option to search 
the user account. Click 'OK' once to add the user to the local administrators group. 
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Click 'OK'  to finalize the change and add the account to the administrators group. 
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On the host system type 'gpedit.msc' at the RUN menu. This will open the local system's security 
configuration. Navigate to 'Computer Configuration\Windows Settings\Local Policies\User Rights 
Assignment' and choose 'Log on as a batch job' from the details pane. 
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Right click on 'Log on as a batch job' and select 'Properties'. Click on 'Add User or Group...'. 
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From the 'Select Users, Computer, or Groups' dialog, ensure you are choosing a user from the right 
location, it should be your domain. Type in the user account's name or use the 'Advanced...' option to 
search the user account. Click 'OK' once to add this user to the list. 
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Click 'OK' to close the properties dialog. Then close the group policy editor. 

 

To ensure that the policy is updated immediately and doesn't conflict with any other domain policies, from 
a CMD prompt, type 'gpupdate /target:computer /force'. For Windows 2000, type 'secedit /refreshpolicy 
machine_policy /enforce'. 

Re-check the policy and ensure that your user account is still listed in the list. If it is not listed then you 
have a domain level policy that is removing your settings. Work with your group policy administrator to 
determine which policy is causing the conflict. 
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Before deploying Account Reset Console, please be all of the prerequisites are met. Required are access to 
a Microsoft SQL 2000 SP4 or later database and an IIS 6.0 or later web server with support for Active 
Server Pages enabled. An account with a basic set of privileges will also be required. If these requirements 
are met, Account Reset Console is ready to be deployed.  

The following sections outline the installation of Account Reset Console. 

����:� Account Reset Console does not provide for the security of the user names and passwords 
transmitted from client browser to web server. It is ARCWeb's administrator's responsibility to deploy an 
SSL certificate for use with the IIS web server or to implement any additional form of transport security 
between the client's web browser and web server. 
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ARC Fresh Installation Procedure ..................................... 69 
ARC Upgrade Installation Procedure ................................ 85 
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Once the installation package is downloaded, double click the installer to start the installation and 
configuration of Account Reset Console. Have the following information ready: 

�  Name of your database server 

�  Name of the database for ARC to use (this can also be created during installation) 

�  The user name and password of the privileged account that will be used for the Account Reset Console 
COM+ object 

�  Whether ARC will be installed as a virtual directory versus installing to the root of an existing website 
or configuring a new website. 

All of these will be covered in the following text. 

����:  The installer will stop and re-start IIS during installation. If this web server is a shared web server, it 
may be recommendable to perform the installation after hours. 

Configurations of Account Reset Console's many functional options are covered in the Administration 
Guide. 

Launch the installer and click 'Next' past the welcome page. 
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Read and accept the EULA if you wish to continue installing Account Reset Console. If you do not accept 
the EULA, you cannot continue installing Account Reset Console. 

Click 'Next' to continue. 
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Enter in the names of the licensed user and organization. Identify on which start menu the ARC shortcuts 
will appear. Choosing the 'Anyone...' option will place the ARC shortcuts into the 'All Users' start menu 
and any user of the computer will see the shortcuts. This is the recommended option. 

Click 'Next' to continue. 
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Choose the installation directory for ARC. The default location is '\Program Files\ArcWeb'. 

Click 'Next' to continue. 
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If setting this up for a test scenario on your own local workstation or standalone server, choose the option 
to 'Administer the Local  System'. If you are configuring this for a domain environment, choose the 
'Administer a Domain' option and supply the simple NetBIOS name of your domain. 

Click 'Next' to continue. 
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The Super User Group is a full administrator of the ARC Web site. They may change database settings, 
configure security settings, and more. The name of the group supplied here will be configured as the first 
group allowed to logon and manage the tool and will be configured as a super user of the tool. The format 
of the name should be input as NetBIOSDomainName\GroupName such as 'yourdomain\domain admins'. 

Click 'Next' to continue. 
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The COM+ Component Credentials are used to perform the password reset and access the logging 
database if integrated database authentication is to be used. This account needs to be an administrator on 
the web server and at least an account operator in the domain it is managing. Please see the 'Prerequisites | 
COM Object Account' section for more information about this account. The syntax of your input should be 
DomainName\UserName such as 'yourdomain\comsvcacct'. 

Click 'Next' to continue. 
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On the 'SQL Database Configuration' dialog, input the name of the database server and the database to use. 
If using a default instance of SQL on a given server, then simply enter the name of the server in the 
'Database Server Name:' field. If using a named instance of SQL, enter the server name as 
'DatabaseServerName\InstanceName' in the 'Database Server Name:' field. 

Also, identify the type of authentication to use to attach to your SQL database. It is highly recommended 
to use 'Windows Authentication'. Using Windows integrated authentication will not require Account Reset 
Console to store connection credentials in the SQL connection string; using 'SQL Server Authentication' 
will require the SQL connection string to contain the user name and password of a connection account. 

Click 'Next' to continue. 
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The 'Permissions Changes' dialog will identify all of the permissions changes that will be made during the 
installation of ARC. 

Click 'Next' to continue. 

 



 

� �	
��

����	���������	�� �
�����	
�
� � +!�
�

On the 'Web Resources Configuration' dialog, click 'Next' to continue. 
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Choose to install arc to a new website or to a virtual directory under an existing website. 

This choice will affect how you connect to your ARC installation. A new website will require certain 
configurations be made such as an IP address, host header, or port number in order for the new website to 
function. A virtual directory will attach to an existing website and thus not require further configuration 
changes however the website will then be accessed [typically] as 'https://servername/arcweb'. 

Lieberman Software recommends the use of a virtual directory.  

After choice is made, click 'Next' to continue. 
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If choosing to install to a new website, the following dialog will appear. The following information must 
be provided: 

�  Description - the name of the website as it will appear in IIS. This makes no difference in how the 
website will be addressed from a client. 

�  IP Address - a web server with multiple sites will require something to be unique about the website. 
This can be the IP address, the port, or a host header, or some combination thereof. The installer 
routine allows selection of an IP address the website will use. To configure a different port or host 
header information (must also work with DNS/WINS), make this change in IIS after the installation is 
complete. Please refer to IIS documentation for how to configure these items. 

Generally, the default settings are sufficient, click 'Next' to continue. 
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If installing a virtual directory, the following dialog will appear. The following information must be 
provided: 

�  The name for the virtual directory. This name affects the address that will be used to connect to 
ARCWeb. By default this is set to 'ArcWeb' which makes the URL for ARC: 
http://servername/arcweb. 

�  The virtual directory parent. By default this is left blank which means the virtual directory will be 
created directly under the default website. If there are multiple web sites or virtual directories 
configured on the web server, choose the appropriate website from the drop down list; this will affect 
your URL in kind. For example, if the default parent directory is set to '/lieberman/webtools' then the 
URL would become http://servername/lieberman/webtools/arcweb. Lieberman Software recommends 
leaving this field unchanged (blank). 

Click 'Next' to continue. 
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After the website decisions are made, the installer will copy the necessary files, stop IIS, register the COM 
object, configure the required web directories, and re-start IIS. 

Click 'Next' to continue. 
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When the configuration is done, click 'Finish' 
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If recommended steps were followed, access the website at http://servername/arcweb. 

The only users who may log in at this point are users who are direct members of the 'Super Users Group' 
identified earlier in the installation. 
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Once the installation package is downloaded, double click the installer to start the upgrade installation and 
configuration of Account Reset Console. As this is an upgrade, it is presumed the following information is 
already at hand: 

�  Name of your database server 

�  Name of the database for ARC to use (this can also be created during installation) 

�  The user name and password of the privileged account that will be used for the Account Reset Console 
COM+ object 

�  Whether ARC will be installed as a virtual directory versus installing to the root of an existing website 
or configuring a new website. 

����:� The installer will stop and re-start IIS during installation. If this web server is a shared web server, it 
may be recommendable to perform the installation after hours. 

Configurations of Account Reset Console's many functional options are covered in the Administration 
Guide. 

Launch the installer and click 'Next' past the welcome page and begin the upgrade process. 
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Read and accept the EULA to continue installing Account Reset Console. If the EULA is not accepted, 
installation or Account Reset Console cannot proceed. 

Click 'Next' to continue. 
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Enter in the names of the licensed user and organization. Identify on which start menu the ARC shortcuts 
will appear. Choosing the 'Anyone...' option will place the ARC shortcuts into the 'All Users' start menu 
and any user of the computer will see the shortcuts. This is the recommended option. 

Click 'Next' to continue. 
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Choose the installation directory for ARC. The default location is '\Program Files\ArcWeb'. 

Click 'Next' to continue. 
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When setup detects that this is an upgrade installation, a prompt to 'Only change the needed settings' or to 
'Change all settings' will appear. Choosing the first option will ask only a few questions and proceed with 
the upgrade. Choosing to 'Change all settings' will walk through a complete installation and configuration. 

Choose to 'Only change needed settings' and click 'Next' to continue. 
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The COM+ Component Credentials are used to perform the password reset and access the logging 
database if integrated database authentication is to be used. This account needs to be an administrator on 
the web server and at least an account operator in the domain it is managing. Please see the 'Prerequisites | 
COM Object Account' section for more information about this account. The syntax of the name should be 
DomainName\UserName such as 'yourdomain\comsvcacct'. 

Click 'Next' to continue. 
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The 'Permissions Changes' dialog will identify all of the permissions changes that will be made during the 
installation of ARC. 

Click 'Next' to continue. 
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On the 'Web Resources Configuration' dialog, click 'Next' to continue. 
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During this stage it is required to know how ARC was previously installed so the proper choices can be 
made to install ARC to the correct website. If the same choices are not supplied again, the web server will 
end up with multiple web sites for Account Reset Console. 

This choice will affect how you connect to your ARC installation. A new website will require certain 
configurations be made such as an IP address, host header, or port number in order for the new website to 
function. A virtual directory will attach to an existing website and thus not require further configuration 
changes however the website will then be accessed [typically] as 'https://servername/arcweb'. 

Lieberman Software recommends the use of a virtual directory.  

After choice is made, click 'Next' to continue. 
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If choosing to install to a new website, the following dialog will appear. The following information must 
be provided: 

�  Description - the name of the website as it will appear in IIS. This makes no difference in how the 
website will be addressed from a client. 

�  IP Address - a web server with multiple sites will require something to be unique about the website. 
This can be the IP address, the port, or a host header, or some combination thereof. The installer 
routine allows selection of an IP address the website will use. To configure a different port or host 
header information (must also work with DNS/WINS), make this change in IIS after the installation is 
complete. Please refer to IIS documentation for how to configure these items. 

Generally, the default settings are sufficient, click 'Next' to continue. 
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If installing a virtual directory, the following dialog will appear. The following information must be 
provided: 

�  The name for the virtual directory. This name affects the address that will be used to connect to 
ARCWeb. By default this is set to 'ArcWeb' which makes the URL for ARC: 
http://servername/arcweb. 

�  The virtual directory parent. By default this is left blank which means the virtual directory will be 
created directly under the default website. If there are multiple web sites or virtual directories 
configured on the web server, choose the appropriate website from the drop down list; this will affect 
your URL in kind. For example, if the default parent directory is set to '/lieberman/webtools' then the 
URL would become http://servername/lieberman/webtools/arcweb. Lieberman Software recommends 
leaving this field unchanged (blank). 

Click 'Next' to continue. 
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After the website decisions are made, the installer will copy the necessary files, stop IIS, register the COM 
object, configure the required web directories, and re-start IIS. 

Click 'Next' to continue. 
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When the configuration is done, click 'Finish' 
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If recommended steps were followed, access the website at http://servername/arcweb. 

Users who were previously delegated web logon rights may at this time logon to the website. 
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If this is a fresh installation of Account Reset Console, then following the successful installation of 
Account Reset Console, the license should also be installed. If this is an evaluation of Account Reset 
Console, skip this as the tool will ship with a fully functional 30 day license for 100 users. 

����:  It is highly recommended to configure SSL. Configuration of SSL and obtaining an appropriate SSL 
certificate for the web server to use is beyond the scope of this document. Please refer to IIS 
documentation for these steps. 

To configure licensing using the ARC Admin Console, skip to the next step. To configure your license for 
ARC using the website, log into ARC as a member of the super users group and go to 'Configuration' on 
the top nav bar then click 'Licensing' on the side menu bar. 

In the lower right corner, input your license and click the 'Update License Key'. 
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If the key is accepted, the page will refresh and the text "********* License Key Updated *********" 
will appear in the above page. 

If licensing was configured using the website, there is no need to perform the following steps. 

To configure a new license using the ARC Admin Console, launch 'ArcAdminConsole.exe' from the 
'ArcWeb' folder found under [All] Programs on the Start menu. 

Click on the 'Set New License' link in the 'ArcWeb Admin Tools' section. 

 

Enter in the new/updated license key and click 'OK' 
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If the key is accepted, you will see the following dialog. Click 'OK' to continue. 
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