LIEBERMANSOFTWARE

Random Password Manager: Revision History
Ver Build Released On

4.82 100421 April 21, 2010

Added: Per system-set delegations

Added: Verification for stored MS SQL passwords

Added: Verification for stored Linux/UNIX passwords

Added: Web interface has new options to view, delete jobs

Added: Jobs now enabled for delegations via website

Added: Password history now includes all passwerxds attempted to be set
Added: SDK configuration settings manager and teste

Added: Web site configuration provides an optiosebwebsite address (used for
auto-launch of website)

Added: Recursive membership lookups for websitaenttcation

Added: Website option to disable COPY button

Added: Website option during password request tmeéncident or change
Added: Incident or change option to determine attus from website

Added: A number of answer files for various platferincluded in the "AnswerFiles"
directory in the installation directory

Added: Support for DRAC IPMI remote management sard

Added: DRAC node in the accounts store view

Added: More event sink options for alerts - MSMQl &rcSight

Added: Can set system set comments

Added: More password change options for AS400

Added: More password change options for OS390

Updated: Cross platform support library code ehamdling

Updated: Cross platform support library logging

Updated: Cross platform support library threading

Updated: Adding systems from website now providggpsrt for all platform types
Updated: Code for how long password requests willlisplayed in the website
Updated: Internal query and insert routines to muprdatabase performance when
using SQL

Updated: Memory usage for large queries and inserts

Updated: Response file timeout options

Fixed: Sybase accounts could not be properly deseal/

Fixed: For Sybase database, if account used tayehather accounts was also
managed, subsequent password change jobs would fail

LIEBERMAN SOFTWARE | 1900 AVENUE OF THE STARS | SUITE 425 | LOS ANGELES, CA 90067 Microsoft
800-829-6263 310-550-8575 310-550-1152 SOLD CERTIFED



LIEBERMANSOFTWARE

Fixed: For Oracle database, if account used togdhather accounts was also
managed, subsequent password change jobs would fail

Fixed: For MS SQL, if account used to change ofoeounts was also managed,
subsequent password change jobs would fail

Fixed: For MySQL, if account used to change otloenants was also managed,
subsequent password change jobs would fail

Fixed: Task names were not discovered/displayedwleéermining local account
usage

Fixed: When running arbitrary processes, createdgsses would not always run
Fixed: System tester would report encryption wesbéd when it wasn't

Fixed: Copy function would copy incorrect charaster

Fixed: When selecting a linux account rather thatesn for password change, job
would not get created correctly

Fixed: AS400 could not auto-roll a password follogirecovery

Fixed: OS390 could not auto-roll a password follegviecovery

Fixed: OS390 could not auto-roll a password follogva schedule

Fixed: OS390 was tagged as wrong system type irsitechb

Fixed: Private password vault could generate aor éotlowing recovery

Fixed: RSA compatibility with 64bit systems

Fixed: Add external password to store from managemmensole not working
properly for single system import

Fixed: Email reports for password verification éher mail enabled items were not
being formatted correctly

Fixed: Some compliance reports collected incorirgormation

4.81 091029 October 29, 2009

*Added: Oracle database (11g) can be used forkehdalata store

*Added: Any LDAP compliant directory can be useddser authentication (e.g. Oracle
Internet Directory, Open LDAP, Tivoli Directory,ce}

*Added: Role based authentication for web site

*Added: Verification for stored Linux and UNIX passrds

*Added: SSH connection for Cisco and 10S type d&vic

*Added: Retry DB connection if DB is not availalole first connection

*Added: SDK can generate a random password wheartmg external accounts
*Added: Jobs can be disabled and copied - Job Teawmpl

*Added: Job run-time window (specified amount afdiJob can run)

*Added: Management of Sybase Database accounts

*Added: Discovery of Sybase Database accounts

*Added: Discovery of Oracle Database accounts

*Added: Discovery of MySQL Database accounts

*Added: Discovery of DB2 Database accounts
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*Added: Account in any LDAP compliant directory dae managed

*Added: Discovery of accounts in any LDAP compliditectory

*Added: More event sinks

*Added: Response file generator to help resolveaeotion and management issues for non-
Windows systems

*Added: More filtering options in jobs dialog tocaunt for different job states and status
*Added: Account Elevation - update a user's groemivership on a target system to grant
elevated privileges

*Added: Accounts store view to see all accounttaoget systems and devices

*Added: New web site option to [dis-]allow editin§random passwords via web site
*Added: When Windows accounts are changed, thepassword can be emailed to a
specified email address

*Added: Can now provide notifications of passwagdaveries for certain system lists to
certain manager

*Added: Status dialog for running threads and tthi€a

*Added: Can search for accounts based on accoumneaot field (web site)

*Added: 'Number of systems to display' filter wheztiting a job

*Updated: New SSH/Telnet Library for better muktr¢ading support for handling non-
standard configuration

*Updated: Linux Support Library updated with bettarlti-threading abilities and
troubleshooting

*Updated: Can manage SSH and Telnet port usagyd$tem refresh, account discovery, and
password change jobs

*Updated: Can now manage non-root accounts on Limix/OSX targets on a scheduled
basis

*Updated: Login accounts used for "SU to Root" pasd management can now be
managed

*Updated: Alternate Administrative credentials aosv stored in the database

*Updated: Web site settings now stored in the detab

*Updated: Explicit accounts can now leverage agraispassword vault

*Updated: Heartbeat monitor will reset a job stdfttise job gets killed so job is not left
locked

*Updated: Linux/UNIX change process has additiamions to handle slow responding
systems (step timeout)

*Updated: Database improvements - dynamic grouptegdhat took 45 minutes+ may now
take only a few minutes

*Updated: Can use integrated or explicit authetitindor discovery and management of MS
SQL databases

*Updated: Handling of OS/390 and AS400

*Updated: RSA Support

*Changed: Index optimizer now allowed to work wills SQL 2008

*Changed: Account map (self recovery) now requaresccount name, in addition to a
system name
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*Changed: "Linux Support Library" now called "Crd3atform Support Library”

*Fixed: Test SSH and Telnet connections

*Changed: Non-Windows systems are no longer digplay the Windows systems view
*Changed: Prompted to update next run time displagn deleting jobs or modifying jobs
(has no effect on next run time)

*Changed: All drop down lists in management appevediphabetized

*Fixed: Some event sink notifications were not vilegkas expected

*Fixed: RDP via web did not work on Vista/2008 AetX problem

*Fixed: AS/400, OS/390, OpenVMS support

*Fixed: Import external account for single entygtem field is not correctly parsing selected
system names when [all highlighted systems] isctede

4.70 081217 December 31, 2008

Added: Event Sink Modeling

Added: More compliance reports

Added: Compliance report data capture scheduling

Updated: Password history turned on by default

Updated: Website navigation

Fixed: Paging on personal could not go beyond fiegfe

Fixed: View Delegation rights without full access

Fixed: Zone processor editing

Fixed: Password history for external accounts

Fixed: Global system exclusion list will cause esron a job with an excluded
system

Fixed: If SMTP Express was used for mail servgrassword "request” would not
generate an email notification

Fixed: IF SMTP Express was used for mail servetirnggs were incorrectly displayed
in website

Fixed: Error with website COM object that causeme®x80000057 until COM
object was restarted

Fixed: RSA issue introduced in version 4.6

4.60 081022 November 12, 2008

Added: Optional zone processing

Added: Optional File Vaulting

Added: Dynamic group OU (LDAP) exclusion list

Added: Web input for shared external accounts asdwords
Added: Bulk import of external accounts and passisor
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Added: Can now use AD delegations to perform passwbanges of domain
accounts (no longer requires admin rights to mauiageain account passwords on a
dc)

Added: Website option for ticket number during pessl checkout

Added: Website option for requiring user to spetlify exact system to recover
password for (disable system/account browsing)

Added: Website option for disabling system acconoftt columns

Added: Website option for redirecting password @digpage back to main page after
N seconds to hide displayed password (limits shenddrfing)

Added: Default account for website for users withexplicit delegations

Updated: Linux Support Library - better handlingvafious distros, SSH, and keys
Updated: SDK with more options and better security

Fixed: machines on global exclusion list were $iding licensed

Fixed: explicit SQL connection limit not working

Fixed: export list to text file

Fixed: animation timer issue

Fixed: machines on global exclusion list were $&iding licensed

Fixed: machines on global exclusion list were $iding licensed

Fixed: Date/time issue for non-us standard format

4.02 080603 June 10, 2008

Added: Time based access controls for all websitetions

Added: website permissions are now refreshed autoatist without having to re-
login

Added: Remote Desktop (RDP/TS) via Password Regdabsite

Added: Phonetic display of Passwords

Changed: Database 1/O optimizations in website

Changed: Database I/O optimizations in Win32

Fixed: can manage passwords 60 characters or longer

Fixed: problem with SQL password change job whenagang SQL 2000 and 2005
in the same job

Fixed: COM+ issues in IIS 7 (Server 2008)
Fixed: scheduled system refresh jobs can be sob@@sl desired

4.01 080318 March 28, 2008

Added: RSA SecurelD authentication for Win32 App
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Added: RSA SecurelD authentication for Web Site

Added: Hardware Encryption capabilities using al{CB#11 Hardware provider
allowing for FIPS 140-2 Level 2 and Level 3 encigpt

Added: Password request workflow to allow usenetpiest access to passwords
Added: SDK for managing passwords in autonomousicgtipns such as scripts,
batch files and other items by means of a scriptadgto the secured password
Added: Support for Oracle databases

Added: Support for MySQL databases

Added: Support for named instances of MS SQL

Added: Support for mainframes such as OS390 and®8S4

Added: Can now copy and move systems between sydisis

Added: Automatic re-randomization for all suppartaunt types following password
recovery (previously this was only for Windows)

Added: Additional information in website for eassststem ID when dealing with
multiple domains or IP resolution only

Added: Option to display all operations loggedtia tveb application

Added: Machine filter option for web logs

Added: Item count for jobs monitor

Changed: Scheduled jobs scheduling informatiompdated as soon as the job is
changed rather than after the next run interval

Changed: RPM no longer hides disabled accounts

Changed: Comment field for explicit accounts is rdigplayed in the web interface
Changed: Improved load time for displaying passwandhe Win32; No longer
loads all passwords when recovering passwordsei&\tin32

Changed: Improved default sort method when viewabg; shows the most recent
jobs first

Changed: Changed the order of operations durirgcaount rename and
randomization job so that name is updated prioat@mlomization

Changed: Now displaying a message to select a f@nwrying to view job details
and no job is selected

Changed: Duplicate system identification procedsetiter detect when a system is
listed multiple times with different system names

Fixed: MS SQL password change jobs failed whentheenew password included a
single or double quote

Fixed: Password verification jobs were not sendingails

Fixed: Scheduled jobs were not coming out of retayus

Fixed: Scheduled jobs were not stopping at the mam retry intervals

Fixed: Display error on thread count

3.05 071019 October 19, 2007
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Added: Can manage Cisco I0OS passwords

Added: Can manage OSX passwords

Added: Can use SUDO to change Linux/Unix passwords

Added: RPM can now provide formal / strict FIPS 24ertified encryption of
passwords in the central database using an exiegrtéled software module
Added: Comments for External passwords in passwaadk

Added: Comments for user passwords in personat vaul

Added: Account selection dialog when creating pasdwhange job

Added: Remote connection management via VNC (reqU#NC Pass)

Added: Remote connection management via termimaices (RDP)

Added: Remote connection via SSH (Required sep&ate install)

Added: Remote connection via telnet (telnet clianist be turned on on target
system)

Added: Remote connection testing via SSH

Added: Remote connection testing via telnet

Changed: website no longer uses sessions

Updated: better support for password changes aaugaflavors of Linux/Unix
Fixed: web site had miss-indexed links

Fixed: RPM could not use stored passwords forradterconnection credentials
Fixed: RPM was requiring administrative credenttalperform directory lookups for
users and computers

Fixed: Deferred processor would not always instattectly on initial configuration
of tool during mini-setup wizard

Fixed: RPM could not use SMTP Express for its mailver

Fixed: RPM would not add missing users during aywasd change operation
Fixed: IP Scan failed to export systems to speatifigstems list

Fixed: Retry policy was ignored when configurechia retry failed systems

3.03 070619 June 19, 2007

Added: console delegation, can select which adnaig's can launch the Win32
Console

Added: character constraints for password randdiniza

Added: can create custom LDAP queries to populgtems lists in dynamic group
settings

Added: password checkouts can be logged to speafistem's application log
Added: password check-in comment

Added: Users can store their own passwords in iz interface

Added: Can search and filter by system in the wédriace
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Fixed: Resolve by options would always resort bac®ystem Name during a refresh
operation no matter what options had been selected

3.02 070323 March 23, 2007

Added: rename built-in admin account during passivebrange job

Added: users can recover for explicit systems @ai¥ice recovery)

Added: ability to manage Linux accounts

Added: ability to manage SQL accounts

Added: new management console

Added: accounts view

Added: filtering option for system and account view

Added: ability to control user account flags

Added: new jobs dialogue

Added: filtering options for jobs dialogue

Added: display option column filtering (hide/shosliemns)

Added: additional logging via event viewer for passd randomization jobs
Added: New web interface

Added: ability to control delegation via consolebgation

Added: can delegate to users

Added: can delegate to RPM explicit accounts

Added: can view the rights of any user or group laow the rights were derived
Added: support for multiple websites

Added: cross domain authentication

Added: support for web service website authenticati

Added: password checkout time extension

Added: passwords can be checked in

Added: can limit the number of simultaneous passvetieckouts

Added: can view who has a password checked out

Added: admin can force a password check-in

Added: Additional logging and log filtering

Added: if password is not checked in, user candiéied before password is
automatically re-randomized

Added: when passwords are checked in, they willdido re-randomize immediately
Added: block password check-in if password is detbas "in-use"
Updated: database connectivity

Fixed: thread throttling not working

Fixed: alt-admins will use stored passwords foressary systems

Fixed: editing password jobs would not allow youdseet password length past 14
characters
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Fixed: Export systems list to text file would retisala blank file
Fixed: certain web pages would not handle certpétial symbols correctly

2.63 060911 September 21, 2006

Added: deferred jobs are deleted when corresporghiogp is deleted

Added: deferred jobs are deleted when corresporghiogp is deleted

Added: warning message when selecting integratédeatication that the web
application will not support this mode

Added: integrated SQL authentication ability fospa&ord recovery website
Optimized loading of group data

Optimized display code for deferred Jobs display

Optimized deferred processor job logic for dete@ation of next job to run

Fixed: buffer overflow with improperly formattedstgm names

Fixed: problem where symmetric password change avoalise a blank password to
be saved

Fixed: bug that would cause retried jobs to run edrately instead of at re-scheduled
time

Fixed: bug where setting a job to set a staticypass after setting a random
password wouldn't save the settings

Fixed: bug where the deferred process would ntalize its database settings
correctly

Fixed: bug where the password status report woolclkwvays be mailed out when
the job run through the deferred processor

Fixed: bug where deferred processor could not ccirinedatabase sometimes

2.52 060601 June 2, 2006

Added the ability to create and email reports pasdweport jobs, which check
stored passwords for validity

Added more detailed status information to failedgveord checks in the password
status report

Added a password recovery email alert to the wedrfece

Added the recovery comment to the bottom of thevery alert email

Added an interactive password test option to tbheest passwords dialog

Added logging and GUI updates to password stajustgobs

Added the ability to update the system auto logamehe when changing passwords
Added the ability to clear the auto logon cachemtiganging passwords

Added the ability to edit all properties of dynamgioups from the managed groups
dialog
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Added the ability to store all passwords in a passvhistory accessible through the
recovery dialog

Added the security fix to encrypt database cononagbiasswords

Added ability a password vault to store externaispards

Added IP Address and password comment fields tetibred passwords

Added logging for adding and updating external pasds to the data store

Added a local accounts namespace to the passvaits stheck to fix in domain
password checks

Added filter options to the stored password dialog

Added the IP Address field and password commelu feethe account display in the
web interface

Added the ability to search for stored passwordibgddress to the web interface
Fixed a bug where the required service rights wetealways being added to the
deferred processor account

Re-wrote the password status test to be multi-tte@and single-threaded per
system, resulting in a large performance increase

Changed the behavior of the web application toanbd-spin passwords that were set
statically

Changed the default path of reporting resourcéetils own subfolder under the
main program directory

Updated email settings

Removed the job lock mechanism to prevent jobs fbemg locked out when the
proc crashes

Explicitly closed the file used in the passwordstaeport job before it is emailed
Updated Ul to be consistent with other tools

Updated the User guide

Fixed an issue in the installer that would preuastreport template files from being
installed correctly

Fixed status report jobs that would cause thentapis a running state if the
operation failed

Fixed a bug that would cause the web installatiofail if the COM+ application was
not already found on the target system

Fixed a bug where the web component would not @alhbf its settings on install
Fixed a bug in the web interface which would caesers if a user belonged to more
than 100 groups

2.32 060125 January 30, 2006

Added: a refresh option is now available in theteghmenu of the jobs monitor
Added: a refresh button to the jobs monitor
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Added: the option to push web application regisgitings to the Install Web
Application Custom

Added: option in preferences dialog to shortenspkcreen display and the ability to
dismiss the splash screen with a left-click

Updated: documentation

Changed: the name of the installer package is @thtogy’'Random Password
Manager Enterprise Edition' (from Random Passwoathdgier Enterprise)

Changed: the install service button in the Defefeatessor Status and
Configuration dialog now does an automatic remasfete attempting to install
Fixed: old shortcut links with the title Random B&erd Manager is removed

Fixed: tab order in the main program dialog

Fixed: failure to update system status in the ndéatog when operations are
complete

Fixed: system status would not always be savekddaatabase after operations were
complete Install dialog

Fixed: problems with setting static passwords

Fixed: attempts to remove systems from a job ifjabaletails page would fail

Fixed: the Password Settings tab of the Job Dedaleg (accessible via the Jobs
Monitor) would show a blank password for jobs wettrcrypted static passwords
Fixed — creating a new database through the wizardd fail

1.25 051130 November 30, 2005
Added Encryption

1.19 050623 June 28, 2005

1.17 050510 May 10, 2005

1.16 050503 May 3, 2005

1.14 050426 April 26, 2005

1.12 050415 April 15, 2005
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