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Abstract

This white paper provides step by step instructions to apply Microsoft patches with Lieberman
Software’s Task Scheduler Pro.
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1. Applying Microsoft Patches with Task Scheduler Pro

The MSBlast worm, also called the RPC/DCOM vulnerability, requires that you install a
specific version of the patch for each platform you are patching. Task Scheduler Pro allows
enables you to copy the appropriate platform specific patch to each of your systems, execute
the patch in an unattended manner, and reboot the systems remotely without any further
action on your part.

Task Scheduler Pro allows administrators to deploy patches across their enterprise much
faster than distribution systems like Microsoft SMS. Patch tasks can be created on all of your
systems simultaneously, and they begin executing on your systems almost immediately. In a
virus outbreak situation, speed is essential.

2. Preparation - Download Patches

First download the patches you will need from the Microsoft web site and store them in a
common and convenient location on your local machine. Task Scheduler Pro will copy these
files to your systems. The following section provides lists of file names and specific links to
the Microsoft web site to download each patch. For the sake of easy installation, these should
be all stored in a common location on your local workstation.

When this guide was written the current files were named as follows:

Windows NT 4.0 Server File Name: Q823980i.EXE

Windows NT 4.0 Terminal Server Edition File Name: Q823980i.EXE

Windows 2000 File Name: Windows2000-KB823980-x86-ENU.exe

Windows XP 32 bit Edition File Name: WindowsXP-KB823980-x86-ENU.exe

Windows XP 64 bit Edition File Name: WindowsXP-KB823980-ia64-ENU.exe

Windows Server 2003 32 bit Edition File Name: WindowsServer2003-KB823980-x86-
ENU.exe

Windows Server 2003 64 bit Edition File Name: WindowsServer2003-KB823980-ia64-
ENU.exe

3. Patching Your Systems with Task Scheduler Pro

Start Task Scheduler Pro.

If you do not own Task Scheduler Pro you can download a free demo that allows you to
manage 10 systems for 30 days (www.liebsoft.com). If you need additional time or systems
for your evaluation, please contact our Sales Department (sales@liebsoft.com).
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When the program starts running you will see the group management window. This window
allows you to create a named group of systems to manage. If you already have systems in a
group, just double-click on the group name. If you are just starting, click on the "New..."
button and give your group of systems a name.

¥ 1ask scheduler Pro =] |
Group  Jobs Database  Help
TASK (V.
SCHEDUL RO
Service Group Comment # Machines
Bl abe 2
Bl Office LAN . 18
&3

1 | ]

Double-click on one of the groupz above to activate i,

— Manage Group

Activate. .. I Mew... Delete. ..

— Lizenze Mode

IL::u:aI i achine

4. Add Systems to Your Machine List and Confirm that the Scheduler is
Running on All Targets

You will need to tell Task Scheduler Pro the names of the machines you want to patch. You

can create a list of machines by going to the "Systems" menu and using one of the different
"Add" options.
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You can also import a list of machines previously exported by User Manager Pro.

:ﬁ ¥Yiew: Systems,/Schedule Service - Systems Group: Office
File ‘“iew Deferred Processing | Systems Get Set Conmect s Help

Syzten | Fole | W | S &dd From domain list...
&dd From browse lisk, . IS
&dd From shell browser, .,

Bdd sysktems manually. ..
Add From Active Directory, ..
Add From IP Scannet. ..

Import syskems lisk From bext File. .
Export systems lisk ko text file., .

Delete highlighted systems. ., DEL

IUpdate Dymamic Group
Refresh Lisk F5

In order to install remote tasks, the Task Scheduler service must be running on all of your
target machines. To verify the running state of the services as well as your administrative
rights to these machines, go to the "View" menu and select the "Systems+Schedule Service"
menu option.

'ﬁ Yiew: Systems,/Schedule Service
File | Wiew Deferred Processing  Syske
Spst Systems+5cheduled Tasks

v Systems+Schedule Service

Systems Only h

25
55

Perform a refresh on the service status on all of the systems by highlighting them and
pressing the F5 key. The program will then refresh the state of each machine as well as the
service status. To separate the different information (services and machine status), click on
the "SvcName" column.

:ﬁ ¥iew: systems,/Schedule Service - Sys

File Wiew Deferred Processing  Systems G

Syztem Rale | Wer § Svckame |
Bl BDC FDC |40 |®
L BDC FDC |4.0 |Schedule
Bl BRAD LTI T O

Make sure that the scheduler service is running (scroll down where the SvcName is not an
asterisk (*) on all systems. If it is disabled, you can highlight the disabled services and use
the right-click context menu to enable/start the services.
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5. Organize Machines By Operating System Version

Sort the list of systems by operating system version. Click on the "Ver" column to perform the
sort operation.

:ﬂ ¥iew: systems,/Schedule Service - Sys

File Wiew Deferred Processing  Systems G

Syztem Rale | “Wer || Svckame |
Bl BDC FDC |40 |®
L BDC FDC |4.0 |Schedule
Bl BRAD LTI T O

Version 4.0 is NT 4.0, 5.0 is Windows 2000, 5.1 is Windows XP, and 5.2 is Server 2003. Note
that you will be creating different tasks for different versions of the operating system and then
running them remotely.

Syzstem Rale | Wer | SweMame ]
Bl INTEL132 BOC |351 | §
Bl eDC POC |40 | §

Bl BRAD . i

We will be using the "Highlight Lists" feature of Task Scheduler Pro. This feature allows us to
memorize highlighted groups of entries. Make sure you highlight all of the systems (systems
have asterisks in the service field for machines) of each operating system version as a set
and use the "New" button to save the set under an appropriate name (i.e. NT_LIST for 4.0
systems, W2K_LIST for 5.0 systems, and so on).

— Highlight Liztz
E it Highlightsz Select | Dlelate |

Save || Mew |
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In this example you will save the list of Windows 2000 systems by entering the new name
and clicking on the "OK" button.

Enter Mew Select List Name: |
Enter Mew Select List Cancel |
[wwi2K_LIST]

Select Lists allow you to saverecall which entries
are highlighted.

For the sake of convenience you should select the highlight "None" button and then create
different “Highlight Lists” for all of the different operating system versions in your
environment. Below are the highlighted entries for the XP_LIST:

System Raole | Wer | SwcHame
Bl JOTHAM SRY |hO |*
Bl LIEROFFICE...[SRY |50 |*
= BRAD

6. Create & Distribute Patch Task to a Group of Systems

Switch to the Tasks view by clicking on the menu option: "View" | "Systems+Scheduled
Tasks".

:ﬁ Yiew: Systems,/Scheduled Tasks
File | %Wiew Deferred Processing  Syste

B v Systems+Scheduled Tasks
Systems+Schedule Service k
Systems Only

v Hidden Tasks

Decide which patch you want to do first. In this example we will do Windows 2000 systems.
Double-click on the "W2K_LIST" highlight list to highlight all of the Windows 2000 systems.
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Right-click on one of the highlighted entries and select the "Add New Task(s)..." option:

'ﬁ Yiew: Systems, Scheduled Tasks - Systems Group: Office LA

File Wiew Deferred Processing Swstems ek Set Connect ds H

Syztem Tazk Hame Applicatian Par... | Statuz
Bl eDC # x x "
Bl BRAD # E = "
Bl DEADMIN |* i # E
Bl E1000 i # E E
Bl INTEL133 |* i # E
B paALL233 | # # E
2 Refresh Status FS
A IWILLEOD | BackMic |
- IWILLEOD  |Backup  Seleck all basks with same name |
O WILLEDD | Cale oer
B T/ILLEDD  |Mchfee,  Emable Taskis)
= JAMEY?2 % Disable Taskis) —
B JOTHARM % Run Task(s) Mow I
Bl kaTT # Terminate Task(s) B
=l oA Hd
1 Add Mew Task(s).., I_
Statusz Rename Task(s)... k
IDeferred Processor Mo Edit Taskis) 2
Progress Delete Taskis)...
| Gek AT Service Account
Log: Set AT Service Accountk. ..

Enter the name of the patch being distributed to all of the machines. We are using the "W2K
RPC Patch".

Mame New Task

|
Enter a name far the new tazk:
[w/2K. RPC Patch

The new tazk will be created on the local system [for quick,
feedback), and then replicated ta all the servers selected. The
new tazk name must be unigue on all the servers the task iz being

added to.
] I

Cancel
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Set the "Run" field with the program name with path and command lines.

Properties for: W2K RPC Patch [ 7] |

Tazk |Schedule| Settingsl

Task Mame:  SWAWILLEODW 2K RPC Patch

Run: 'PQ-H-IINDIHZ\WindnwsEDDD-KBBEEEIEEI-:-:EE-ENLl.e:-:e L -f - |

Browse... |

Starts i 2WINDIRX

Comments:

Run az I Set...

| Copy files to machine(z) during thiz change...

Mote: If the application is in your Windows directon [or a
subdirectony], the path will be automatically adjusted to be
the lozal Windows directone of the machine the tazk iz on.

[ Enabled - Echeduled task muns at specified time(s)]

] I Cancel Help

We set the "Run" string to:

%W IND IR%\Windows2000-KB823980-x86-ENU.exe -u -f -0 -q -n"
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The command line arguments are based on the options available for updates. Depending on
your circumstances you may want to select different command line options.

KB823980 Setup x|

@ UPDATE [-u] [-f] [-n] [-0] [-2] [-a] [-]

-u  Unattended mode

-f  Force other programs ko close when the computer shuks down
-n Do not back up files for uninskall

-0 Cwerwrite OEM files without prampring

-z Do nok restart when installation is complete

-q CQuiet mode {no user interaction)

-l List installed hotfixes

Set the "Starts in" field to "%WINDIR%.

Set the "Enabled" checkbox (at the bottom of the dialog) to unchecked. You will be starting
the task manually a little bit later.

Click on the "Copy files to machine(s) during this change" button. We can copy the patch
file(s) to the remote machine as part of the task creation process.

Click on the "Add" button to specify the file transfer parameters.

File Ertry
.-'f-.q:%_l Edit |  Delete |

Use the top ellipse ("...") button to set the path to the patch file on your local machine. For the
destination, use:

\\%SYSTEM%\ADMIN$\YourPatchFileName

Source

IG:'&H PCPatches\WwWindows2000-KB323930-#36-EMNL exe

Destinatian

I'\'&ZSYSTEMZ'\.&D MIM N Windows2000-KE323980-436-ENUL exe
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When you view the file list you should see the fixed source path and the variable destination
path. Note that the file name at the end of both paths (source and destination) must be
identical.

Service File Copy I

Source | D estination |

G:%APCPatches\Windows2000-KB222380-236-EMU. exe WMESYSTEMENVADMINE W indows2000-KBE23980-486-E. .

Click on the "OK" button to launch the creation process. As part of the task creation, you will
be asked to provide credentials for the new tasks. The credentials provided must be seen as
an administrator on each local machine.

Scheduled Task Account | x| |

—&ccount [nformation
Aocount

I.-’-‘-.-:Iministratu:-r Local |
Fazzword Diamain |

Ixxxxxxx

Browse

Confirm Password

Ixxxxxx)1

k. I Cancel
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7. Running Remote Patch Tasks

Double-click on the highlight list name for your group of systems. Right-click and select the
"Run Tasks Now".

After a few moments, you should get a confirmation in the Status that the task is running on
all of your machines. Your patches are now running. You should give them about 10 minutes

to complete.

Our support staff is available to answer your technical questions whether you are a customer or not.

Voice: 800.829.6263 (USA/Canada) Voice: (01) 310.550.8575 (Worldwide) Fax: (01) 310.550.1152 (Worldwide)
Web: www.liebsoft.com Email: support@liebsoft.com

GOLD CERTIFIED

Partner
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